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Abstract:

Microcontroller (MCU) systems are essential to everyday life and are predicted to reach 1 trillion by
2035. While the benefits of these systems are unparalleled, they are susceptible to cyberattacks,
which are occurring at unprecedented levels and often have severe consequences ranging from loss
of life to homeland security breaches. Among the attacks targeting MCU systems, control-flow
hijacking remains the most dangerous as it can result in arbitrary code execution. It is, however,
difficult to secure the control-flow on these systems due to software issues and hardware constraints.
On the software front, these systems are usually written in low-level languages, e.g., C, whose lack of
safety allows attackers to exploit memory corruption bugs to hijack the control flow. On the hardware
front, MCU systems do not have some of the hardware units we take for granted on microprocessor
architectures. For example, the Arm Cortex-M MCUs do not have a Memory Management Unit
(MMU), without which applications share the same physical address space, making it difficult to
enforce isolation or to implement control-flow hijacking mitigation.

In this talk, | will discuss three of our recent works related to control-flow security on MCU systems.
The first work, titled "MICROFT: Exploring and Mitigating Cross-state Control-Flow Hijacking Attacks,"
was partially presented at ACM/IEEE Design Automation Conference (DAC'23). | will discuss a new
class of attacks we discovered, namely, return-to-non-secure attacks, on ARM Cortex-M TrustZone,
and their mitigation strategies. The second work, titled "SHERLOC: Secure and Holistic Control-Flow
Violation Detection on Embedded Systems," was presented at the ACM Conference on Computer
and Communications Security (CCS'23). This work introduces a novel mechanism for monitoring
control-flow violations in both unprivileged and privileged programs, as well as control-flow transfers
between these components. Lastly, in the third work, "ENOLA: Efficient Control-Flow Attestation for
Embedded Systems", | discuss our ongoing efforts to enhance existing control-flow attestations by
proposing a solution with linear space complexity for measurement and trace data concerning the
number of basic blocks, addressing scalability concerns for larger MCU programs.
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