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Abstract:

Emerging mobile platforms, such as modern smartphones and AR/VR devices, bring new challenges in user verification,
data protection, and user privacy. In terms of user verification and data protection, it is important to analyze modern
authentication systems that use emerging platforms (e.g., smartphones) and state-of-the-art protocols (e.g., FIDO2) to
implement Two-Factor Authentication (2FA) systems. To address this, we developed a novel attack framework and
evaluated these authentication systems, uncovering vulnerabilities in all of them. Moreover, to explore user privacy risks
on these emerging platforms, we analyzed side-channel vulnerabilities exploiting built-in zero-permission motion sensors
of smartphones and AR/VR devices, revealing potential severe privacy leaks. Additionally, we leverage this side-channel
information to develop potential defenses against known threats, such as unwanted robocalls and better AR/VR
authentication systems.

My presentation focuses on two key areas of my research. First, | will present our designed attack framework that
uncovers practical vulnerabilities in 2FA systems, revealing how attackers can bypass FIDO2 key-based and push
notification authentication mechanisms without compromising the possession-factor device. Next, | will discuss side-
channel privacy risks associated with zero-permission motion sensor data in smartphones and AR/VR devices,
highlighting how sensitive information (e.g., user's gender, identity, emotion, and biological info such as vital signs and
blood pressure) can be extracted. Finally, | will outline future research directions aimed at strengthening authentication
security and safeguarding privacy in various emerging platforms.
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