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Abstract:

Traditional cryptographic frameworks typically assume adversaries are limited by computational power. In contrast, this
talk explores cryptographic constructions against space-bounded adversaries, where constraints are placed on the
adversaries' storage capacity. This paradigm enables unconditionally secure protocols and previously unattainable
security notions.

We begin by revisiting Maurer’'s Bounded Storage Model (CRYPTO '92), where we impose memory limitations on
adversaries instead of computational constraints throughout the attack. Leveraging Raz’s lower bound on parity learning
(FOCS '16), we show constructions of various cryptographic protocols that achieve information-theoretic security, making
them resilient to adversaries with unbounded computational power.

In the second part of the talk, we explore how combining computational assumptions with space constraints unlocks
powerful new cryptographic primitives, ones that are unachievable with computational assumptions alone. Specifically, we
show how to construct encryption schemes that guarantee privacy even if the adversary retrieves the decryption keys at a
later time, and signature schemes where the adversary cannot produce a valid signature on any message, even one it
has seen signed before. We present these constructions in the context of Incompressible Cryptography, a novel
framework where adversaries can use an arbitrary amount of memory during protocol execution but are bounded by their
long-term storage.
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