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Abstract: Widespread adoption of sensor data-driven approaches requires mechanisms/technologies to
overcome the challenge of trust — both in the data itself and in the infrastructure that processes the data. A key
building block for data-driven applications is the cloud infrastructure to store, compute, analyze, and share the
data.

In the first part of the talk, I show that the existing security/privacy techniques are incapable of supporting data-
driven systems, due to the high velocity of (sensor) data, a large volume of data, and the complexity of the
analysis tasks over the collected (sensor) data. Addressing such concerns at scale requires significant
innovations in developing new security protocols, and I describe two solutions: Obscure that provides string-
matching-based secure and verifiable computations over the secret-shared datasets, and Panda that uses the
concept of data sensitivity to support database operations over large volumes of data.

In the second part of the talk, I discuss privacy-related challenges at different stages of a data-driven system
(such as acquisition, storage, query processing, and sharing) and present possible approaches to addressing the
issues. To illustrate such challenges, | describe a real-time, privacy-preserving, and campus-wide loT testbed,
called TIPPERS, that | have co-developed at UC Irvine.
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