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Abstract:

How do we protect people from privacy threats from new technologies on the horizon? For example, consider
the future of intelligent voice assistants that are embedded in phones, smart speakers, and other devices
around the house. Today, their always-on microphones capture all of our conversations but typically discard
them immediately. But eventually, in order to understand context and act proactively, the assistants may start
actively analyzing and storing everything we say. What should the privacy controls for these products be? A
major challenge in answering this question is that we don't yet know the features, or even modalities, of these
devices. In my talk, | will describe my approach for studying the problem of privacy for future intelligent
assistants and demonstrate that, despite the unknowns, we can still apply quantitative and qualitative data
collection techniques like surveys and user studies to understand people's preferences and identify solutions
that are best for people's privacy. In addition, | will discuss my projects, related to smart speaker permissions
and IoT access control, that demonstrate my approach to understanding and designing for privacy.
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