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Abstract:

Consumer-oriented software can encompass a diverse range of systems and functionalities; from
Internet-of-things (loT) platforms which interact with the user’s physical environment, to online election
campaigns which collect and process their political data. Despite the impact on the safety and privacy
of consumers, the evolving and disjointed nature make it challenging to analyze the ways in which
security and privacy threats manifest in such systems and how stakeholders convey these threats to
the consumers. In this talk, | will discuss my work characterizing the security and privacy risks in two
domains: IoT platforms, and Election campaign websites. In the first half, | will discuss the security
vulnerabilities present in the IoT domain through a systematic study of popular consumer smart home
platforms (e.g., Google Nest) and their components (e.g., apps, routines), leading to a novel privilege
escalation attack and defense. In the second half, | will discuss an evaluation of the privacy posture of
election campaigns through a large-scale analysis of campaign websites from the 2020 US federal
elections. In particular, | will discuss the privacy implications of the extensive data collection, privacy
disclosure issues and the security risk assessment of the websites in the non-profit context. Finally, |
will conclude by providing some insights into how privacy regulations (or lack thereof) have impacted
the two domains and discuss my ongoing (and future) research on the mapping of policy requirements
to software behavior.
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